Fraud Prevention:

The Prevention and Detection of Fraud Begins with You



We're Glad You’'re Here!

® Please be sure you sign in!

® If you need Continuing Professional Education credits¥, this
class qualifies!

® Please check the box on the sign-in sheet. You will receive a CPE
certificate from Audit Services in the following days.

* The Office of Audit Services is an authorized provider of CPE through the
Texas State Board of Public Accountancy.




Takeaways
® What is fraud?

® Definition
® Facts
® Four factors
® Fraud risk assessment
® Two evaluation criteria
® Common fraud schemes
® (Case studies

® Prevention and detection controls

® What can you do?



What is fraud?



Presenter Notes
Presentation Notes
There are multiple definitions of fraud (dictionary, legal, professional organizations).  What does the audience think a good definition of fraud is?


Definition

Fraud is any intentional act or omission designed to deceive
others and resulting in the victim suffering a loss and/or the
perpetrator achieving a gain.

The Association of Certified Fraud Examiners
The American Institute of Certified Public Accountants

The Institute of Internal Auditors



Presenter Notes
Presentation Notes
Per TTU Regents Rule 07.03:
An intentional perversion of truth for the purpose of inducing another in reliance upon it to part with some valuable thing belonging to him or to surrender a legal right. A false representation of a matter of fact, whether by words or by conduct, by false or misleading allegations, or by concealment of that which should have been disclosed, which deceives and is intended to deceive another so that he shall act upon it to his legal injury. Any kind of artifice employed by one person to deceive another.

Texas Tech does not require a legal determination of fraud to call an action of an employee fraud, and fire them for it.  If they meet the TTU definition of fraud, we have cause enough for termination.  

 


Fraud Facts

The 2022 Report to the Nations on Occupational Fraud by
the Association of Certified Fraud Examiners cited:

® The estimated typical organization loses 5% of revenues each
year to fraud

® Operating budgets at Texas Tech University System are

approximately $2.5 billion, meaning $125 million is at risk for
fraud within the System!



Presenter Notes
Presentation Notes
Mention who the ACFE is and refer to the ACFE report issued every 2 years. 


Fraud Facts

® In 2022, 54% of fraud cases were discovered by tips or
during routine reviews by management.
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Presenter Notes
Presentation Notes
Tips are consistently and by far the most common detection method.  Over 40% of all cases were detected by a tip – more than twice the rate of any other detection method. 
Note that auditors find fraud after the fact or after it has grown to thousands or hundreds of thousands of dollars. 
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Presenter Notes
Presentation Notes
Employees accounted for over half of all tips that led to the discovery of fraud.  Other sources of tips include customers, vendors, and anonymous sources.

You are Texas Tech’s greatest resource!


Fraud Facts

® In 2022, 87% of fraudsters had no prior criminal history.

® 13% did — thus, background checks

® In 2022, 83% of fraudsters had no prior employment issues related to
fraud.

® 17% did — thus, reference checks prior to hiring



Presenter Notes
Presentation Notes
Most fraudsters are not career criminals, just everyday people who commit fraud under pressure.  The vast majority of fraudsters are first-time offenders; only 6% had been convicted of a fraud-related offense previously.  Additionally, most fraudsters had never previously been punished or terminated by an employer for fraud-related conduct.  While background checks can be useful in screening out some applicants, they might not do a good job of predicting fraudulent behavior.

MOST frauds are committed by employees.

Reference checks – Some employers will not answer specific questions about past employees.  The most important question to ask is “Would you rehire?”  


Four Fraud Factors



Presenter Notes
Presentation Notes
This Fraud Triangle presents the 4 factors that must be present for fraud to happen.

1.) Pressure/Incentive – Typically a person is committing fraud for a reason. 
2.) Capability – The person must have the knowledge / skills / abilities / position to conduct the fraud.
3.) Rationalization—How people justify their crime.  A person has to be able to live with themselves after the fact.
4.) Opportunity – The environment must be such that the crime can occur.



Four Fraud Factors: Pressure

Rationalization

Opportunity

Capability

Non-sharable financial pressure
Family issues
Gambling, alcohol, or drugs

Overwhelming desire for
financial gain

Pressure to meet institutional
goals

Dissatisfaction at work


Presenter Notes
Presentation Notes
Pressure can be real or perceived.

Explain each type of pressure listed, use examples

Note on gambling, alcohol, and drugs: These are all addictive behaviors similar to fraud!

Pressure to meet institutional goals – Facilities Planning, and Construction
Funded construction projects were used to pay for charges incurred on unrelated and unfunded projects
Fraud “for the institution:” - Pressure from executive management to start unfunded projects 
No money went into employees’ pockets – but is still fraud!


Four Fraud Factors: Capability

Rationalization

Opportunity

Capability

Position or function within the
organization

Personal traits and abilities

Confidence in one’s ability to
commit fraud undetected

Ability to talk one’s way out of
trouble

Deals well with stress


Presenter Notes
Presentation Notes
Position or function within the organization may furnish the ability to create or exploit an opportunity for fraud not available to others.  
When someone performs a certain function repeatedly, such as bank reconciliations or setting up new vendor accounts, their capability to commit fraud increases as their knowledge of the function’s processes and controls expands over time.
More frauds are committed by lower level employees, but larger frauds are typically committed by senior management, who have more access to funds.

Additional personal traits and abilities:  persuasive personality, bully, ability to lie effectively and consistently

A criminal mindset combined with arrogance can minimize and even replace the requirements for Pressure, Opportunity, and Rationalization.


Four Fraud Factors: Rationalization

® A way to justify in the person’s
consciousness that the act of fraud
is not so bad

® Common beliefs:
Opportunity ® Person is owed this money

® Just borrowing until they are able
to pay it back

Rationalization Capability ® Everyone else is doing it



Four Fraud Factors: Opportunity

The only aspect the organization
really controls is opportunity.

Capability


Presenter Notes
Presentation Notes
--Opportunity– The only part of the triangle Management can affect

Controls or monitoring reduce or eliminate opportunity for fraud.  What you may see as “red tape” is really internal controls to reduce opportunity.

We will mostly focus on Opportunity in this presentation.


Fraud Risk Assessment


Presenter Notes
Presentation Notes
In order to gather information about perceptions of fraud across the institutions of the Texas Tech University System, we are asking for your feedback. We aren’t tracking clickers or individual answers – can’t tell who voted how – but are looking for broad perspective from across the campuses. 




Fraud Risk Assessment

® A fraud risk assessment identifies where fraud may occur
within the organization.

® A fraud risk assessment should:
® Consider relevant fraud schemes and scenarios

® Map those schemes and scenarios to mitigating controls



Presenter Notes
Presentation Notes
Fraud, by definition, entails intentional misconduct, designed to evade detection.  As such, we have to think strategically to anticipate the behavior of a potential fraudster. Strategic reasoning, which is also important in designing fraud detection procedures that a perpetrator may not expect, requires a skeptical mindset and involves asking questions such as:

 - How might a fraud perpetrator exploit weaknesses in the system of controls?
 - How could a perpetrator override or circumvent controls?
 - What could a perpetrator do to conceal the fraud?


Two Evaluation Criteria

1. Likelihood

® What is the probability that this type of fraud will occur at our
Institution?

2. Pervasiveness

® Assuming that this type of fraud could occur or is occurring,
would it affect only a few division/departments or is it something
that could be widespread?




Common Fraud Schemes



Common Fraud Schemes

Asset Misappropriation
® CashTheft
® Inventory and Other Assets
® Fraudulent Disbursements
¢ Billing schemes
® Expense reimbursement schemes
® Check tampering

® Payroll schemes

Corruption

® Conflicts of Interest
® Bribery and Incentives
® Information Technology


Presenter Notes
Presentation Notes
Asset misappropriation schemes are the most common – 86% of cases in the ACFE 2022 Report to the Nations


Asset Misappropriation: Cash

Larceny

® Theft of cash receipts or cash on hand

® Reversing transactions

® False refunds / voids

® Altering cash counts

® Theft of cash from the deposit

® Deposit lapping


Presenter Notes
Presentation Notes
Cash Larceny, simply put (but not legally correct) is theft.  It is the intentional taking of cash.  It can occur any time a person has access to cash.  Examples include the theft of cash payments, or taking money from a register or cash box.  

Ways people try to hide missing cash: 

Reversing Transactions –Used with cash registers or cash recording systems (i.e. Athletic Ticket Office, Traffic and Parking).  These cause the system or register to balance to the amount of cash on hand after the theft.  

Altering Cash Counts – Typically manually altering the record of cash which could be a deposit slip or receipt book.  

Theft of cash from the deposit – At some point in every revenue-generating business, someone must physically take the company’s currency and checks to the bank. This person will have an opportunity to take a portion of the money prior to depositing it

Deposit Lapping – Lapping occurs when an employee steals the deposit from day one, then replaces it with day two’s deposit.  Day two is replaced with day three, and so on. The perpetrator is always at least one day behind.


Case Study:
TTUHSC Amarillo Business Office

Schemes: Theft of Cash, Receivables Lapping, Deposit Lapping

® Lack of segregation of duties in cash handling, payment posting, and
deposit processes

® No supervisory review or approval of deposits

® Cashier stole over $535,000 in cash from deposits over an 8-year
period.



Presenter Notes
Presentation Notes
Amarillo Business Office:
Asset Misappropriation scheme (Theft of Cash/Lapping Scheme)
Cashier removed $535,211 in cash from deposits during a time period of almost 8 years
Lack of segregation of duties
Same person received all monies and receipts from clinics and mail, posted payments to the patient billing system, and prepared the daily deposit. She also handled patient complaints about billing/payments.
No supervisory review/approval of anything; supervisor signed a blank deposit form
Personal characteristics (large house on a small salary and husband did not work consistently, lack of vacation time, volunteered for extra duties)
Employee of the Quarter – trusted employee
Family pressure – mom had money and bailed her out a couple of times before.  No charges filed before so nothing came up on background check
Starts small and builds when not detected
Accounting Services notified our office of a deposit that did not agree with deposit documentation. We had a planned audit scheduled for the Business Office, so we included receipting and depositing in our scope.
Suspect was charged and sentenced to jail time


Asset Misappropriation: Cash

Skimming: Theft before a transaction is recorded in an
accounting or cash system

® Point-of-sale skimming

® “If you do not receive a receipt, notify a manager! Your next meal is
free!”

® Accounts receivable skimming
® Forcing account balances or destroying transaction records

¢ Lapping

® Writing off account balances

® Discounts or Allowances


Presenter Notes
Presentation Notes
When you see a sign at a cash register that says “If you don’t receive a receipt, your meal is free.” – the purpose of these signs is to prevent employee skimming.  Because cash is stolen before being recorded, these are off-the-books.  This makes these frauds harder to catch.   However, there are signs:  It may be caught through lower than expected payments (e.g., low deposits, reduced sales, low patient payments or student payments), higher cost of sales (e.g., in a restaurant or retail business), or customer complaints (e.g., “I already paid that bill last month.”)

Common skimming schemes:

Sales Skimming – The most basic skimming scheme occurs when an employee sells goods or services to a customer, collects the customer’s payment, but makes no record of the sale. The employee simply pockets the money received from the customer instead of turning it over to his employer.

Receivables Skimming – It is generally more difficult to conceal the skimming of receivables than the skimming of sales because receivables payments are expected. In order to conceal a skimmed receivable, a perpetrator must somehow account for the payment that was due to the company but never received. There are a number of common techniques fraudsters use to conceal the skimming of receivables.
 - Forcing account balances or destroying transaction records – Among the most dangerous receivables skimming schemes are those in which the perpetrator is in charge of collecting and posting payments. If a fraudster has a hand in both ends of the receipting process, he or she can falsify records to conceal the theft of receivables payments.
 - Lapping – Lapping customer payments is one of the most common methods of concealing receivables skimming. Lapping is the crediting of one account through the abstraction of money from another account. It is the fraudster’s version of “robbing Peter to pay Paul.”
 - Writing off account balances – Some employees cover their skimming by posting entries to contra revenue accounts such as “discounts and allowances.” If, for instance, an employee intercepts a $1,000 payment, he would create a $1,000 “discount” on the account to compensate for the missing money. Another account that might be used in this type of concealment is the bad debt expense account.


Fraud Prevention:
Cash Theft

Red flags:
¢ Cash is missing!
® One person does it all
® Deposits are not made timely
® Patient or customer complaints

® High discounts, refunds, voids, or write-offs

Cash often out of balance


Presenter Notes
Presentation Notes
Deposits may be made daily, but the details do not match or are several days/weeks old.


Fraud Prevention:
Cash Theft

What to monitor:

® Segregation of duties
® Custody
® Recording
® Reconciliation

® Surprise cash counts

® Refusal to take time off

® Detailed reconciliation of monthly ledgers



Asset Misappropriation: Inventory
and Other Assets

Inventory and Other Asset Misappropriation

® Misuse

® Any use that is not associated with the University's intended
or expressed used of the asset

® Larceny

® Purchasing and receiving schemes

® Asset requisitions and transfers


Presenter Notes
Presentation Notes
In these schemes we are discussing assets other than cash.  These schemes can range from stealing a box of pens to the theft of millions of dollars worth of equipment.  There are basically two ways a person can misappropriate a company asset:  The asset can be misused or it can be stolen.

Misuse of Inventory and Other Assets – Assets that are misused but not stolen typically include company vehicles, supplies, procurement cards, cell phones, computers, and other office equipment. 

Larceny of Inventory and Assets
 - Purchasing and receiving schemes – Dishonest employees can manipulate the purchasing and receiving functions of a company to facilitate the theft of inventory and other assets. Assets are intentionally purchased by the company and later misappropriated by the perpetrator. The company loses both the value of the merchandise and the use of the merchandise.

 - Asset requisitions and transfers – Asset requisitions and other documents that allow non-cash assets to be moved from one location to another can be used to facilitate the theft of those assets. Employees use internal transfer paperwork to gain access to merchandise which they might otherwise might not be able to handle without raising suspicion. These documents do not account for missing merchandise the way false sales do, but they allow a person to move the assets from one location to another. In the process of this movement, the thief steals the merchandise.


Case Study:
TTUHSC Lubbock Correctional
Managed Healthcare

Scheme: Inventory misappropriation

® Material Manager purchased large amounts of medical equipment
with University funds and sold medical equipment through personal
eBay and Amazon accounts

® Type of equipment was reasonable, but volume was excessive

® Questionable purchases totaled over $580,000 over a 5-year time
period



Presenter Notes
Presentation Notes
Correctional Managed Health Care:
Asset Misappropriation scheme (Billing – Personal Purchases)
Questionable purchases total $584,199 over about a 5 year time period
Material Manager purchased large amounts of medical and other equipment using Texas Tech funds and sold the same types of medical equipment through personal eBay and Amazon accounts
Volume was the issue – stuff purchased was medical equipment, but way too much/many and items not used in the prison units (ex: portable hand-held diagnostic equipment vs. wall-mounted)
Approver didn’t know what volume was normal vs. excessive
Material Manager was able to approve his own purchases up to a certain amount in TechBuy
Material Manager submitted false documentation to hide the true nature of certain purchases (motorcycle helmet camera, motorcycle trailer cabinets)
CMHC management notified our office after discovery of personal purchases from Amazon with p-card (5 iPads and 1 Kindle Fire around Christmas)
Suspect was prosecuted


Fraud Prevention:

Inventory and Other Assets
Red flags:

® Missing equipment, supplies, etc.
® Excessive purchases
® Attitude of “It's Mine”
® Items shipped to non-institutional addresses
What to monitor
® Know what is "normal”
® Segregation of duties in ordering [ receiving / bill payment
® Tracking of risky inventory (i.e. iPads, laptops)

® Purchases from certain vendors: Amazon, eBay, Walmart


Presenter Notes
Presentation Notes
Know your business.  

Also, while this type of scheme was fairly common before COVID and the work-from-home environment, the risk is even greater now with computers and other equipment being shuffled between campus and home or even items being purchased to keep at home.  
Management should be aware of and follow current policies regarding shipping items to non-institutional addresses.  
It is imperative that departments have a good handle on items purchased and location of those items at all times. Departments should also have processes in place to ensure all equipment is returned when someone leaves the institution.  
Key controls over purchasing, such as management approvals and segregations of duties, should not change as a result of working remotely.  
Pcard purchases pose the most risk as someone could place the order and receive the items as a personal residence.  Monitoring and reconciliation of pcard purchases is critical.


Asset Misappropriation: Fraudulent
Disbursements

Billing schemes
® Shell companies
® False invoicing

® Personal purchases with institutional funds



Presenter Notes
Presentation Notes
Billing schemes

Why do you rob a bank?  Because that is where the money is!  Why do people use a billing schemes?  Because that is where most of our money is spent other than payroll!

Shell companies – Shell companies are fictitious entities created for the purpose of committing fraud. They may be nothing more than a fabricated name and a post office box that an employee uses to collect disbursements from false billings.

False invoicing – Instead of using shell companies in their billing schemes, some employees generate fraudulent disbursements by using the invoices of legitimate, third-party vendors who are not a part of the fraud scheme.  Examples of this scheme include purposely double-paying an invoice and pocketing the second payment or intentionally purchasing excess merchandise, returning the excess and pocketing the refund.

Personal purchases with institutional funds – Instead of undertaking billing schemes to generate cash, many fraudsters simply purchase personal items with their department’s money.


Case Study:
TTU Housing

Scheme: Shell Company Billing Scheme

Employee created a shell company between the University and the
legitimate vendor — a tile layer

Instructed the vendor to bill the shell company
Shell company billed the University for double the actual cost

The University paid $281,920 to the shell company over 1 ¥ years



Fraud Prevention:
Billing Schemes
Red flags:

® Invoices slightly below bid limits
® Over-concerned or interested parties
® Sketchy vendor information
What to monitor
® Multiple payments across several invoices exceed bid limits

® Consecutive invoice numbers

® Genericinvoices

“"Smell test”: something just doesn’t seem right


Presenter Notes
Presentation Notes
Invoices slightly below bid limits – could also be trying to get around policy—not fraud.

Sketchy vendor information – no website, can’t find a physical address (PO box only).

Listen to your intuition, and ask questions! As you ask, things may start to unravel.


Case Study:
TTUHSC El Paso Center of

Excellence in Cancer

Scheme: Billing Scheme — Personal Purchases

Abuse of purchasing authority by fund manager
Lack of segregation of duties in purchasing process

175 items (approximately $8,600) over an 8-month period that
appeared to be personal or non-work related

Pressure to spend down state funds


Presenter Notes
Presentation Notes
El Paso Center of Excellence in Cancer:
Asset Misappropriation scheme (Billing Scheme – Personal Purchases)
175 items (for approximately $8,600) over about 8 months which appeared to be personal or non-work related, 50 of which could not be located in the Center 
Items included designer purses/bags, luggage/luggage sets, clock radios, Bluetooth speakers, kitchenware and small appliances
Most purchases occurred right after the completion of an internal audit in the Center
Abuse of purchasing authority by the administrative Director (who was also the fund manager); lack of segregation of duties
Just because a purchase goes through doesn’t mean it’s appropriate
If something looks personal, question it!
Pressure to spend down state funds was the impetus
Our office was notified by an employee tip
Director resigned (in lieu of termination).


Fraud Prevention:

Personal Purchases
Red flags:

® Overpurchasing
® Unusually high number of P-Card transactions

® Duplicate purchases on P-Cards on the same approximate date,
time, and amount

® Purchasing of items through non-TechBuy vendors
What to monitor:
® P-Card statements, card sharing, and logs

® eRaider approvals
® DO NOT share your eRaider /[ Banner passwords with ANYONE.



Presenter Notes
Presentation Notes
By sharing your eRaider credentials, you will be held personally liable for all activities performed under your credentials


Asset Misappropriation: Fraudulent
Disbursements

Expense reimbursement schemes

® The most common disbursement frauds are:
® Mischaracterized expense reimbursements
® Fictitious expense reimbursements

® Overstated expense reimbursements

® Altered receipts

® Overpurchasing

Multiple reimbursements


Presenter Notes
Presentation Notes
Expense reimbursement schemes – 

 - Mischaracterized expense reimbursements – Most companies only reimburse certain expenses of their employees. Which expenses a company will pay for depends to an extent upon policy, but in general, business-related travel, lodging, and meals are reimbursed. One of the most basic expense reimbursement schemes is perpetrated by simply requesting reimbursement for a personal expense by claiming that the expense is business-related.
 - Fictitious expense reimbursements – Employees sometimes seek reimbursement for wholly fictitious expenses. Instead of overstating a real business expense or seeking reimbursement for a personal expense, an employee just invents an expense and requests that it be reimbursed.
 - Overstated Expense reimbursements – Instead of seeking reimbursement for personal expenses, some employees overstate the cost of actual business expenses. This scheme can be accomplished in a number of ways.
          - Altered receipts – The most fundamental example of an overstated expense reimbursement scheme occurs when an employee doctors a receipt or other supporting documentation to reflect a higher cost than what he actually paid.
          - Overpurchasing – Another way to overstate a reimbursement is the “overpurchasing” of business expenses. This method is typically used by employee seeking reimbursement for travel expenses. The employee makes two purchases, one for a lower purchase price and one that is more expensive. The employee utilizes the less expensive purchase but attaches the receipt of the more expensive purchase for reimbursement. The more expensive purchase is returned to the vendor for a full refund.
 - Multiple reimbursements – This type of fraud involves the submission of a single expense several times.  Could happen where someone puts an expense on their p-card and then submits it with their travel voucher too. This is why, if possible, it is helpful to have one person in your office process both kinds of transactions.


Case Study:
TTU Student Financial Aid

Scheme: Mischaracterized Expense

Student Financial Aid employee submitted travel voucher for
recruiting event over Memorial Day weekend

Employee could not remember details or provide documentation of
event

Purpose of trip on voucher was vague



Presenter Notes
Presentation Notes
Student Financial Aid:
Asset Misappropriation schemes (Mischaracterized Expenses)
A Student Financial Aid employee submitted a travel voucher for reimbursement for a trip to Dallas over Memorial Day weekend. 
The Director questioned the employee about the purpose of the travel, and the employee said it was for a recruiting event at a high school. 
The employee could not remember which high school hosted the event or provide any documentation about the event.
Our office contacted over 40 high schools in the Dallas Metro area and could not obtain any reasonable explanation or documentation that would provide a business purpose for the trip.
The purpose of the trip as stated on the employee’s travel vouchers was, “Travel for TTU area recruiting reception.  Attendance is pertinent to the job performance in the Student Financial Aid Office for the benefit of Texas Tech University.”  Vague – does not include enough information
Fraud was detected by the Director as a result of her review process
Employee was terminated


Fraud Prevention:
Expense Reimbursement

Red flags:

® Fuzzy support / details

® Missing, altered, generic, or non-original receipts
What to monitor:

® Detailed expense reports should include:
® Original receipts or other supporting documentation

® Specific business purpose

® Date, place, and amount


Presenter Notes
Presentation Notes
Back to the litmus testing, if the details don’t make sense, ask more questions.
If things are being consistently violated / abused, they need to be addressed.
Emphasize “Business Purpose” and not the typical one-liner “Traveled for the benefit of the University.”

Also, the risk for this type of scheme has grown given the recent work-from-home environment as items can be purchased and no one else lays eyes on the items.  
Ensure purchases of items (computers, printers, furniture, etc.) follow the regular purchasing process (with pre-approval/justification, segregation of ordering, receiving, and reconciling, inventory tracking, detailed descriptions and receipts, etc.). 



Asset Misappropriation: Fraudulent
Disbursements

Check tampering schemes
® Forged maker
® Forged endorsement

® Altered payee



Presenter Notes
Presentation Notes
Check Tampering – The fraudster physically changes or prepares the fraudulent check

The concept of “forgeries” will be limited to those cases in which an individual signs another person’s name on a check.
 - Forged maker – The person who signs a check is known as the “maker” of the check. A forged maker scheme may be defined as a check tampering scheme in which an employee misappropriates a check and fraudulently affixes the signature of an authorized maker thereon.
 - Forged endorsement – Forges endorsements are those check tampering schemes in which an employee intercepts a company check intended to pay a third-party and converts the check by endorsing it in the third-party’s name. In some cases, the employee also signs his own name as a second endorser.
 - Altered payee – This scheme is a form of check tampering in which an employee intercepts a company check intended for a third party and alters the payee designation so that the check can be converted by the employee or an accomplice. The employee inserts his own name, the name of an accomplice, or the name of a fictitious entity on the payee line of the check.


Case Study:
TTUHSC Lubbock SIMLife Center

Scheme: Theft of Cash, Check Tampering, and Billing Scheme —
Personal Purchases

® Two employees directed customers to pay with cash or leave checks

blank
® No cash deposited

Over $20,000 in cash and checks may have been stolen over a 1-year
time period

One employee gave her eRaider name and password to her son to
set up carts in TechBuy


Presenter Notes
Presentation Notes
School of Nursing SIMLife Center:
Asset Misappropriation schemes (Theft of Cash, Check Tampering, and Billing Scheme – Personal Purchases)
8 checks totaling $1,113 were brought forward by customers or found by management that were made payable to two Center employees.  Additional checks are likely, but we did not contact customers for copies of checks.
The two Center employees instructed customers to pay with cash or leave the payee line blank on checks
From review of receipt and deposit documentation as well as course rosters, etc., over $20,000 in cash and checks may have been stolen over a 1 year time period.  Receipt books for previous years had been destroyed by one of the Center employees.
No cash was deposited
Lack of segregation of duties - singular reliance on one person
Know your business – when cash should be coming in
Know/follow institutional policies – they set up their own change fund
Don’t assume someone else is responsible
One Center employee gave her eRaider credentials to her son to set up carts in TechBuy.  We identified 7 personal purchases, totaling $644, benefitting the two Center employees.  Other personal purchases may have occurred but could not be confirmed. Employees are accountable for anything with their credentials.
A customer asked why his personal check was made out to a Center employee and brought a copy of the check.  SON management then notified our office.
Both Center employees were terminated, and the investigation was turned over to the Texas Tech police


Fraud Prevention:
Check Tampering

Red flags:

® Missing cash or deposits

® Customer or patient complaints
What to monitor:

® Lock up the check stock / check book

® Segregation of duties

® Surprise cash counts

® Reconcile your monthly ledgers



Asset Misappropriation: Fraudulent
Disbursements

Payroll schemes
® Falsification of a timecard or information in the payroll records

® The most common payroll frauds are:
® Falsified hours

® Ghost employees



Presenter Notes
Presentation Notes
Payroll schemes – 

 - Falsified hours and salary – The most common method of misappropriating payroll funds is by falsifying the number of hours worked or changing the wage rate.  

 - Ghost employees – The term ghost employee refers to someone on the payroll who does not actually work for the victim company. Through falsification of personnel or payroll records, a fraudster causes paychecks to be generated to a non-employee.  The different reviews to approve ePAFs here provide a control so that it would require collusion to perpetrate this scheme.



Case Study:
Angelo State Timesheet Fraud

Scheme: Payroll — Falsified Timesheets

® Student Assistant reported 333 hours that she did not work over a 6-
month time period, resulting in overpayments of $2,600

® Timesheet approver did not know actual hours worked

® Theft of time is still fraud



Presenter Notes
Presentation Notes
ASU Timesheet Fraud:
Asset Misappropriation scheme (Falsified Wages)
A student assistant in the Department of Minerals and Royalties falsified her timesheets. She reported 333 hours that she did not work over a 6-month time period, resulting in overpayments of $2,613.
The student was paid on a TTUS FOP so submitted her time through TTUS.  However, her ASU supervisor did not have access to approve her TTUS timesheet.
Entry was made by a TTUS Lubbock employee and default approved by a person in Lubbock that didn’t know actual hours – timesheets included hours on weekends, sick days, holidays
Know the workflow of approvals – who’s approving what.
Theft of time is still fraud
This audit was requested by the Director of the department
The student assistant’s employment was terminated
Case was referred to the Angelo State University Police Department


Fraud Prevention:
Payroll

Red flags:
® Blaming the system for pay errors
® Overrides on the time clock

® Unknown employee in pay records

What to monitor:
® Reconcile monthly account ledgers

® Approval of timesheets



Presenter Notes
Presentation Notes
State law requires salaried (exempt) employees to work at least 40 hours per week.  Working from home does not change this requirement.  

Given the recent work-from-home environment, department managers/supervisors should pay close attention to the potential for falsified hours (both exempt and non-exempt employees).  Without physically seeing employees in the workplace on a daily basis, there is a greater risk of this scheme occurring.  

Managers should initiate check-ins as needed with employees to ensure work is being completed and the timeframes are reasonable given the workload.  A central calendar where employees’ schedules are tracked (e.g., meetings, time out of the office, etc.) is also advised in order to monitor time worked.  The goal is not a minute-by-minute tracking of employees’ time, but managers should have a general awareness and comfort that employees are working the hours required/reported.


Corruption: Conflicts of Interest

Types of Conflicts of Interest
® Purchase schemes
® Entitlement schemes

® Conflicts of commitment



Presenter Notes
Presentation Notes
Conflicts of Interest – 

 Purchase schemes – What you typically think of in conflicts of interest.  You arrange for the institution to contract with a company that you or a family member/friend have an interest in.
 
Entitlement schemes – payroll, scholarships, financial aid, tickets to athletic events for children, friends, etc.

Conflicts of commitment schemes – research, consulting, side businesses, moonlighting


Case Study:
TTUHSC El Paso Storage Facility

Scheme: Conflict of Interest — Purchase

® Director of Facilities Department had conflicts of interests with
several vendors used by the department

® Director leased a storage facility owned by his son

® Facilities paid $116,000 to these vendors over a 9-year time period,
$100,000 of which was to his son



Presenter Notes
Presentation Notes
El Paso Storage Facility:
Corruption scheme (Conflict of Interest)
The Director of the El Paso Facilities Department had conflicts of interest with several vendors used by the Department. These vendors were paid $116,100 over a 9-year time period.
The most significant conflict ($100,540) was between the Director and a vendor owned by his son.  The Facilities Department leased a building from the vendor as a storage facility as a short-term solution during building renovations. Lease was extended every 6 months for about 8 years.
The Director of Facilities owned the property where the building is located.
The amount paid for the storage facility was excessive given the unsatisfactory condition of the building (leaky roof and areas with dirt floors).
Vendor set up process didn’t identify the family name/connection
The Director tried to rush a check through for payment – this raised a red flag to Purchasing, which led to discovery


Case Study:
TTU College of Agriculture

Scheme: Conflict of Interest — Purchase and Entitlement

Tenured professor awarded over $15,000 in scholarships to his
children and $7,500 to his son’s girlfriend

Purchased livestock from his minor children

Culture of department resulted in multiple issues over a g9-year
period



Presenter Notes
Presentation Notes
College of Agriculture:
Corruption scheme (Conflicts of Interest) and Asset Misappropriation scheme (Mischaracterized Expenses)
A tenured professor awarded scholarships totaling $15,750 to his son and daughter and awarded $7,500 to his son’s girlfriend
The professor also mischaracterized certain purchases/expenditures to bypass federal grant requirements (ex: purchased a $17,000 freezer but mischaracterized the purchase as ‘supplies’)
Unquestioned authority – business staff not allowed to question professors
Culture – multiple issues over about a 9-year period.  Only addressed with culture change – new departmental and college leadership
The professor’s direct financial authority was removed


Fraud Prevention:

Conflicts of Interest
Red flags:

® Tips and complaints
® Favorable treatment of a certain vendor
® Unusual request for influence

® Inflated prices
What to monitor:
® Conflict of interest disclosures

® Procurement process violations
® POs after the fact

® No segregation—one person makes all the decisions

® Other possible vendors not given appropriate consideration


Presenter Notes
Presentation Notes
Unusual request for influence – e.g., the CFO wants to personally be involved in picking a lower level vendor

Conflicts of Interest can be managed by removing the conflicted party from the procurement process.  Don’t let the conflicted party have involvement in the purchase.

Conflict of Interest Disclosures—sign them once a year and actually review them!  



Corruption: Bribery and Incentives

Types of Bribery and Incentives Schemes

® Bid-rigging schemes
® "“Need” recognition
® Specifications

® Bribery schemes

¢ Kickbacks



Presenter Notes
Presentation Notes
Bribery and Incentives – 

 - Bid-rigging – The way competitive bidding is rigged depends largely upon the level of influence of the corrupt employee. The more power a person has over the bidding process, the more likely the person can influence the selection of a supplier. Therefore, employees involved in bid-rigging schemes, like those in kickback schemes, tend to have a good measure of influence or access to the competitive bidding process.
          - Need recognition schemes – The typical fraud in the need recognition phase of the contract negotiation is a conspiracy between the buyer and contractor where an employee of the buyer received something of value and in return recognized a “need” for a particular product or service. The result of such a scheme is that the victim organization purchases unnecessary goods or services from a supplier at the director of the corrupt employee.
         - Specifications schemes – Specifications (specs) are prepared to assist vendors in the bidding process, telling them what they are required to do and providing a firm basis for making and accepting bids. One corruption scheme that occurs in this process is the fraudulent tailoring of specifications to a particular vendor.

 - Kickbacks – Kickbacks are the giving or receiving anything of value to influence a business decision without the employer’s knowledge and consent. They involve the submission of invoices for goods and services that are either overpriced or completely fictitious. Kickbacks are classified as corruption schemes rather than asset misappropriations because they involve collusion between employees and vendors.


Case Study:
TTU Athletics Sports Nutrition

Scheme: Conflict of Interest — Bid Rigging
® No segregation of duties in purchasing and inventory processes

® Director of Sports Nutrition Program owned company used to
purchase supplements

® Athletics purchased over $430,000 of supplements over a 2-year time
period



Presenter Notes
Presentation Notes
Sports Nutrition:
Corruption schemes (Conflict of Interest Purchasing Scheme and Bid Rigging)
Athletics purchased $434,687 of nutritional supplements over a 2-year time period
Director of the Sports Nutrition Program owned the company used to purchase supplements
Knowledge base of an area vested in one person – nobody else understood the subject matter
No segregation of duties
Same person developed RFP, vetted responses, chose successful vendor, placed orders, accepted inventory, distributed inventory, approved invoices for payment
Developed RFP so specific that no real vendors could meet the specifications 
Much more spent than budget
Discovered by the Head Football Coach through a physical inventory of supplements, and Athletics management notified our office
Suspect was charged and sentenced to jail time


Fraud Prevention:
Bribery and Incentives

Red flags:
® Q@Gifts and favors

® Favorable treatment of a certain vendor

Using an unusual or non-contract vendor
A person who insists on being the point of contact
Paying a higher price

A constant vocal complainer




Fraud Prevention:
Bribery and Incentives

What to monitor:
® Market value of products purchased

® Higher than expected volume of purchases from particular
vendors

® Unnecessary purchases




Corruption: Information Technology
Schemes

Phishing is a type of information technology
scheme where fraudsters trick individuals into
divulging information or making unauthorized
changes to information.




Case Study:
TTUHSC Purchasing

Schemes: Cash Misappropriation and Phishing

® Phishing scheme used to convince vendor set-up team to change
vendor bank account information

® Payments totaling $818,000 intended for Western Builders were
diverted to a fraudster’s bank account

® Insurance denied the claim because the vendor set-up team member
violated policy



Presenter Notes
Presentation Notes
Western Builders:
Fraudsters called the same Vendor Set-up Team member 3 times in 9 minutes, but didn’t leave a message. 
14 minutes later, they emailed her. Both the email and the phone calls appeared to come from Western Builders, a TTUHSC construction vendor.
They requested the ACH/Direct Deposit form to make a change to their bank account number. 
The clerk emailed the form to them as requested. 
When she received the completed form two days later, it included a voided check. 
Because the clerk believed she had been contacted by Western Builders via email and phone call, and because they attached a voided check, she did not call to verify the bank account change. 
This was a policy violation.
The mostly happy ending is that the fraudsters weren’t so smart after all. They failed to sweep the account timely, and 90% of the money was still in it when TTUHSC discovered the fraud. HSC’s loss was $81,875.
This was particularly lucky because Texas Tech’s insurance carrier denied the claim – because the employee did not follow policy. 
Here’s the even scarier part – virtually every fraud investigation we work on includes policy violations. 


Fraud Prevention:
Phishing Schemes

Red flags:

® Anyone asking for your login ID or password
® Anunwarranted sense of urgency

® Errors or irregularities in emails or written correspondence
® Multiple calls with no voicemail

Email subjects such as "Your mailbox is almost full" or "Account
Closure Verify Now"

Switching information or accounts from local to something in
another state or country



Presenter Notes
Presentation Notes
Remember that TTU System institutions will NEVER ask you for your eRaider password and neither should anyone else. The IRS does not contact taxpayers by phone or email. 

In this case, there were 3 phone calls and an email, all within 23 minutes. In reality, there is no emergency about changing bank accounts.  Instead, it is a methodical and well-timed process for a vendor. 

The email included an incorrect greeting (e.g., Hi Turner vs. Hi Kim or Hi Ms. Turner), use of the word “kindly” which isn’t normal American vernacular, and sentences that were separated by commas rather than periods.

DO NOT respond to or click any links in suspected phishing emails…simply delete the emails.  If you have clicked on a link or responded/provided your eRaider username and password, please change your password immediately and contact the IT Help Desk for additional assistance.  



Fraud Prevention:
What can | do?



Ensure proper segregation of responsibilities

® No one person should have control of any process: purchasing,
p-card, payroll, HR, cash handling

® NO password sharing
Reconcile your FOPs monthly

® Conducted by a person not in the procurement process, if
possible

Review procurement card statements, including receipts
® Do not simply sign them and pass them through

Review approval authorities

® Limit the number of individuals with approver or requestor
authority on FOPs

® Ensure only current employees have access

¢ Conduct the review no less than annually



Review travel documents, including receipts
® Do not simply sign them electronically and pass them on

Count inventories regularly

® Conduct a count of inventory and compare to inventory
amounts in tracking systems

Conduct surprise cash counts

® Stress thatitisnt distrust of the employee, but is a routine
responsibility in cash handling areas

Pay attention to details in email/phone communications
® Don't respond to fishy (phishing) requests
® Notify IT immediately if your department falls prey
ASK QUESTIONS

® No one has unquestioned authority to do as they wish




Reporting Fraud

If you suspect fraud:
® Report it to your supervisor, University Police, or General Counsel

® Contact the Office of Audit Services by phone
¢ TTU: 806-742-3220
¢ HSC: 806-742-3220
® ASU:325-942-2261
® HSCEIPaso: 915-215-4148
® MSU: 940-397-4914

® Report your suspicions anonymously at www.ethicspoint.com



Presenter Notes
Presentation Notes
If you suspect fraud, you have an obligation to promptly notify one of the administrators or offices shown on this slide or the EthicsPoint hotline.  Employees who, in good faith, report unlawful activity are protected by the Texas Whistleblower Act against any retaliation by the TTU System for making such a report.

 EthicsPoint is a vendor that TTUS contracts with to provide hotline services. Reports go through their servers—not TTUS/TTU/HSC/ASU servers—and our Chief Audit Executive gets an email to log into the EthicsPoint system to see the report.
 Reports can be made through the EthicsPoint website or by phone.
 Reporters can remain anonymous or have the option of disclosing their identity.
 You can name involved parties in the report (supervisors, executives, etc) and it will ensure the report is not passed along to those named parties.

If there’s time, have the website open for EthicsPoint.  Take the class on a tour of the website, show them how it works including important features.



Presentation Resources and Works
Cited

® 2020 ACFE Report to the Nations on Occupational Fraud &
Abuse, Association of Certified Fraud Examiners.

® Managing the Business Risk of Fraud: A Practical Guide, ACFE,
AICPA, lIA, 2007.

® Principles of Fraud Examination. Joseph T. Wells. 2005.
® 2007 Fraud Examiner’s Manual, ACFE, 2007.

® The Fraud Diamond: Considering the Four Elements of Fraud.
David T. Wolfe and Dana R. Hermanson. 2004




Fraud Prevention

It Starts with You!
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