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Why Perform a Fraud Risk Assessment?

Why Perform a Fraud Risk Assessment?

2007 Federal Sentencing Guidelines:

� Chapter 8, Sentencing of Organizations
• Part B-Effective Compliance and Ethics Program

– Organization shall exercise due diligence to 
prevent and detect criminal conduct

– Organization shall promote a culture that 
encourages ethical conduct and compliance

– Organization shall periodically assess the risk of 
criminal conduct and take appropriate steps to 
reduce the risks identified
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Why Perform a Fraud Risk Assessment?

Several Professional Organizations 
recommend or require it:
� American Institute of Certified Public 

Accountants (AICPA)
• SAS 99

� The Institute of Internal Auditors (IIA)
• Practice Advisory 1210.A2-1

• Proposed Standard 2120.A2

� Association of Certified Fraud Examiners

Why Perform a Fraud Risk Assessment?

AICPA:
� Statement on Auditing Standards No. 99

• Consideration of Fraud in Financial Statement Audit

– Identifying risks that may result in a material 
misstatement due to fraud.

– Assessing the identified risks after taking into 
account an evaluation of the entity's programs 
and controls.

– Responding to the results of the assessment.

Why Perform a Fraud Risk Assessment?

IIA:
� Practice Advisory 1210.A2-1

• Auditor’s Responsibilities Relating to Fraud Risk 
Assessment, Prevention, and Detection

– Use a risk model to map and assess the 
organization’s vulnerability to these fraud 
schemes, which covers all inherent risks to the 
organization. 

– The risk model also should use consistent 
categories (i.e., there should be no overlap 
between risk areas) and be detailed enough for a 
risk assessment to identify and cover anticipated 
high-risk areas.
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Why Perform a Fraud Risk Assessment?

IIA:
� Proposed Standard 2120.A2

• Fraud Risk Responsibilities

– The internal audit activity must evaluate the 
potential for the occurrence of fraud and how 
the organization manages fraud risk.

Why Perform a Fraud Risk Assessment?

ACFE / IIA / AICPA:
� Fraud White Paper

• Managing the Business Risk of Fraud: A Practical 
Guide

• Key Elements of Fraud Risk Assessment

– Identify inherent fraud risk.

– Assess likelihood and significance of inherent 
fraud risk.

– Respond to reasonably likely and significant 
inherent and residual fraud risks.

• Provides a Framework to Get Started (example to 
follow)

Why Perform a Fraud Risk Assessment?
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A Practical Guide to Performing an 
Institutional Fraud Risk Assessment

How Do I Get Started?

How Do I Get Started?

Resources for Planning
� Books on Fraud

• Principles of Fraud Examination- Joseph T. Wells

• Corporate Fraud Handbook- Joseph T. Wells

� Publications and Whitepapers 
• The Fraud Examiner’s Manual

• ACFE’s Report to the Nation on Occupational Fraud 
and Abuse 2008

• IIA / AICPA / ACFE Whitepaper on Managing the 
Business Risk of Fraud

How Do I Get Started?

Types of Fraud to Include:
� ACFE’s Framework

� Occupational Fraud and Abuse 
Classification System
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How Do I Get Started?

Types of Fraud to Include:
� ACFE’s Hierarchy of Fraud Schemes

• Financial

– Corruption

– Asset Misappropriation

– Fraudulent Financial Statements

• Non-Financial

– Fraudulent Statements

How Do I Get Started?

Types of Fraud to Include:
� Corruption

• Corruption Categories

– Conflicts of Interest

– Bribery and Incentives

– Illegal Gratuities and Economic Extortion

How Do I Get Started?

Types of Fraud to Include:
� Asset Misappropriation

• Fraudulent Disbursements

– Billing Schemes

– Payroll Schemes

– Expense Reimbursement Schemes

– Check Tampering

– Register Disbursements
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How Do I Get Started?

Types of Fraud to Include:
� Asset Misappropriation

• Cash

– Cash Larceny

– Cash Skimming

How Do I Get Started?

Types of Fraud to Include:
� Asset Misappropriation

• Inventory and Other Assets

– Inventory Misuse

– Inventory Larceny

How Do I Get Started?

Types of Fraud to Include:
� Fraudulent Statement Categories

• Financial Statements

– Asset / Revenue Overstatements

– Asset / Revenue Understatements

• Non-Financial Statements

– Employment Credentials

– Internal Documents

– External Documents
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How Do I Get Started?

Types of Fraud to Include:
� Considerations

• Applicability of Fraud  Schemes

– What types of fraud could reasonably occur?

– Consult with management

• Engagement’s Budgeted Hours

– How many hours do you have budgeted to this 
engagement?

– What can you reasonably expect to accomplish 
in this time period?

How Do I Get Started?

Types of Fraud to Include:
� Considerations

• Institutional Structure

– What level of reporting or analysis would you 
like to provide? (College, Department, Campus, 
or Institution)

– How many institutions / campuses do you have 
to cover with this engagement?

A Practical Guide to Performing an 
Institutional Fraud Risk Assessment

Our Methodology for Assessing Fraud Risk
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Our Methodology for Assessing Risk

Sphere of Influence:
� As Auditors, we can affect:

• Controls

– Recommending measures to prevent or 
discourage the occurrence of fraud

– Recommending measures that will allow fraud 
to be detected timely

• Education / Training

– Providing our institution the knowledge and 
awareness necessary to recognize and respond 
to the occurrence of fraud

Our Methodology for Assessing Risk

Barriers:
� Auditors:

• Independence as a Barrier to Perception

– Limited day-to-day involvement

– Need to gather the perception and insight of 
those who work in the environment

What do they feel are the significant 
opportunities for fraud and abuse?

Our Methodology for Assessing Risk

Barriers:
� Participants:

• Discussion Barriers

– Reluctance to discuss the difficult subject of 
fraud

– Reluctance to share true opinions

• Awareness Barrier

– Lack of awareness of the types of fraud and how 
they occur
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Our Methodology for Assessing Risk

Assessment:
� Balanced Approach:

• Balancing Perceptions with Real Data

– Combine perceptions with institutional data

– Consider what frauds have actually occurred at 
your institution

– Benchmark these perceptions with industry data

• Due to the unknown nature of fraud, most 
assessments will not be statistically based.

Our Methodology for Assessing Risk

Evaluation Criteria:
� Evaluation of Fraud Risks

• Considerations

– Fraud typically has a far-reaching impact

– Often institutions find they are affected by more 
than just the monetary cash / asset loss

– Need an evaluation criteria that will encompass 
more than just the material impact of the fraud

Our Methodology for Assessing Risk

Evaluation Criteria:
� Evaluation of Fraud Risks

• Comprehensive Approach

– Developing the minimum number of evaluation 
criteria to encompass the different risk 
considerations

• Four-Tiered Approach

– Likelihood

– Pervasiveness

– Materiality

– Risk to Reputation
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Our Methodology for Assessing Risk

Evaluation Criteria:
� Evaluation of Fraud Risks

• Risk Groupings

– We determined these evaluation criteria could 
fit into two broader risk categories:

Risk of Occurrence: Likelihood and 
Pervasiveness

Risk of Loss: Materiality and Risk to 
Reputation

Our Methodology for Assessing Risk

Evaluation Criteria:
� Evaluation of Fraud Risks

• Scale

– Determine what scale for evaluation fits best for 
your institution

– We used a scale of 1 to 4

– This permits the participant to choose, but 
forces a choice above or below the median 
number

Our Methodology for Assessing Risk

Evaluation Criteria:
� Evaluation of Fraud Risks

• Likelihood

– What is the probability that this type of fraud 
could occur at our institution?

4 being high probability of occurring

1 being improbable or rarely occurring
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Our Methodology for Assessing Risk

Evaluation Criteria:
� Evaluation of Fraud Risks

• Pervasiveness

– Assuming this type of fraud could occur; is this 
a scheme that could only occur in a limited 
number of areas on campus or could the 
occurrence of this type of fraud be widespread?

4 being widespread throughout the institution

1 being only select departments or individuals

Our Methodology for Assessing Risk

Evaluation Criteria:
� Evaluation of Fraud Risks

• Materiality

– What would be the magnitude of this type of 
fraud in terms of dollars or value lost?

4 being high dollar amount or value lost

1 being low dollar amount or value lost

Our Methodology for Assessing Risk

Evaluation Criteria:
� Evaluation of Fraud Risks

• Risk to Reputation

– Should this type of fraud occurrence be covered 
by the media, what is the risk to the reputation 
or the brand of the institution?  Does the 
institution risk a loss of public trust?

4 being a significant loss of reputation or loss 
of public trust

1 being a minimal loss of reputation or loss of 
public trust
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A Practical Guide to Performing an 
Institutional Fraud Risk Assessment

Fraud Risk Assessment at Texas Tech

Fraud Risk Assessment at Texas Tech

Planning Our Engagement:
� Limiting the Scope of Fraud Risks

• Meeting with the Chief Financial Officers to gain 
buy-in for the engagement and to discuss fraud risks 
applicable to the institutions

• Determining what fraud risks are applicable

• Determining how many risks can be thoroughly 
covered given the engagement budget

Fraud Risk Assessment at Texas Tech

Planning Our Engagement:
� Deciding What Institutions to Cover:

• System university structure

• Three institutions

• Three major regional campuses
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Fraud Risk Assessment at Texas Tech

Planning Our Engagement:
� Multi-year Engagement:

• First year to cover the three institutions in Lubbock, 
TX

• Texas Tech University, Texas Tech University Health 
Sciences Center, and Texas Tech University System 
Administration

Fraud Risk Assessment at Texas Tech

Planning Our Engagement:
� Multi-year Engagement:

• Second year to cover campuses outside Lubbock

• Texas Tech University Health Sciences Center 
Campuses in Amarillo and Odessa

• Paul L. Foster School of Medicine and TTUHSC in El 
Paso

• Angelo State University joins the Texas Tech 
University System in fiscal year 2008

Fraud Risk Assessment at Texas Tech

Planning Our Engagement:
� Multi-year Engagement:

• Determining what Fraud Risks can be covered

– Based on discussions with management, the 
fraudulent financial statement risks were 
removed from the risk assessment

– Financial and Non-Financial frauds were 
separated for our engagement

– Non-Financial frauds will be addressed once 
Financial fraud risk at all major institutions and 
regional campuses is assessed
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Fraud Risk Assessment at Texas Tech

Planning Our Engagement:
� Resources:

• Prepare resources and handouts to provide to risk 
assessment participants

– Develop a “Glossary of Fraud Schemes” that 
explains the what and how of the fraud schemes 
for which you wish to gather their perceptions

– Prepare “Real Life” examples of these frauds in 
action, using examples from your institution or 
others, when appropriate

Fraud Risk Assessment at Texas Tech

Gathering Perceptions:
� Determining Participants:

• Gathering perceptions from a variety of departments 
and units across the institution’s campus

– Finance and Administration

– Fiscal Affairs

– Procurement (Travel, AP, Purchasing, 
Contracting)

– Payroll

– Human Resources

– Departmental Business Managers and Directors

Fraud Risk Assessment at Texas Tech

Gathering Perceptions:
� Determining Participants:

• Include a wide variety of participants

– Resist the temptation to just obtain perceptions 
from upper management

– Processors, staff, and business managers may 
identify weaknesses or opportunities that upper 
management is not aware of

– Ask upper management who they would like 
included to supplement your own list
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Fraud Risk Assessment at Texas Tech

Gathering Perceptions:
� How to Gather Perceptions:

• Participant Survey

– Due to the complexity of fraud schemes, we 
elected not to use this method because there was 
a risk of fraud schemes being misunderstood 
and this method would not foster fraud 
awareness 

• Individual Meetings

– Given the number of fraud schemes we were 
trying to cover and the number of people to be 
included, this was not efficient for us

Fraud Risk Assessment at Texas Tech

Gathering Perceptions:
� How to Gather Perceptions:

• Group Meetings with Verbal / Written Voting

– Develop a presentation and collect data in a 
group setting

– BUT, most people may be hesitant to give their 
perceptions about fraud in front of a group of 
their peers 

• Group Meetings with Polling Software

– Our office elected to purchase a polling 
software package

– Turning Point by Turning Technologies

Fraud Risk Assessment at Texas Tech

Gathering Perceptions:
� How to Gather Perceptions:

• Turning Point

– 15 voting devices

– 1 USB receiver to plug into computer or laptop

– Polling and reporting software that interfaces 
directly into Microsoft PowerPoint
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Fraud Risk Assessment at Texas Tech

Gathering Perceptions:
� How to Gather Perceptions:

• Turning Point

– Allows anonymous collection of response data 
or can be tracked with a participant list based on 
the voting device serial number

– Collects responses wirelessly and displays 
results graphically in real-time

Fraud Risk Assessment at Texas Tech

Gathering Perceptions:
� How to Gather Perceptions:

• Turning Point

– Allows for anonymous voting, but still fosters 
group discussion

– More economical use of engagement hours as 
opposed to holding individual sessions

– Exports response data to Excel for data analysis 
or generates print reports

Fraud Risk Assessment at Texas Tech

Gathering Perceptions:
� Presentation:

• Make It Real

– Use real examples

– Use real institutional terms

– Help the participants see how the fraud scheme 
could be accomplished at their institution
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Fraud Risk Assessment at Texas Tech

Gathering Perceptions:
� Presentation:

• Encourage Discussion

– Participant’s impressions, reactions, and 
responses

– May foster questions or even better institutional 
examples of a fraud risk

Fraud Risk Assessment at Texas Tech

Gathering Perceptions:
� Presentation:

• Economy of Engagement Hours

– For the first year if performed individually, the 
perception gathering stage alone would have 
used 180 hours.

– By using the Turning Point group method, we 
were able to condense this stage into 
approximately 40 hours.

Fraud Risk Assessment at Texas Tech

Gathering Perceptions:
� Presentation:

• Economy of Engagement Hours

– First year total engagement hours: 314

52 Employees
24 Fraud Types

– Second year total engagement hours: 213
109 Employees

23 Fraud Types
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A Practical Guide to Performing an 
Institutional Fraud Risk Assessment

Fraud Risk Assessment Demonstration

A Practical Guide to Performing an 
Institutional Fraud Risk Assessment

Reporting and Representing the Results

Reporting and Representing the Results

Sharing the Results:
� Benchmarking Responses:

• Industry Data

– ACFE’s Report to the Nation Data for Education Sector
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Reporting and Representing the Results

Sharing the Results:
� Benchmarking Responses:

• Office of Audit Services Data

– Results were reviewed and evaluated by Audit 
Services staff for consistency with known 
occurrences of fraud and abuse

• Management Discussions

– Perceptions were shared with management to 
determine any significant factors that could 
influence the participants’ responses

Reporting and Representing the Results

Sharing the Results:
� Graphical Representation:

• Summarizing the data based on the four risk criteria

– Perceptions gathered from each of the group 
participants were averaged for each fraud 
scheme by average response to each of the four 
criteria.

– The totals from individual fraud schemes were 
rolled up into totals for the broader fraud 
scheme categories (e.g., Shell Companies rolls 
up to the billing schemes category)

Reporting and Representing the Results

Sharing the Results:
� Graphical Representation:

• Summarizing the data based on the four risk criteria

– Averaging the Scores for the two categories of evaluation criteria: 

Risk of Occurrence 
Risk of Loss

Fraud Scheme Risk of Occurrence (Y) Risk of Loss (X) L P M RR

Conflicts of Interest 2.4 2.3 2.69 2.12 2.31 2.24

Bribery & Incentives 2.2 2.2 2.41 2.00 2.23 2.21

Larceny 2.2 1.6 2.46 1.85 1.62 1.50

Skimming 1.7 1.4 2.00 1.47 1.54 1.27

Misuse 3.5 1.8 3.54 3.46 2.00 1.62

Larceny 2.3 1.8 2.43 2.12 2.04 1.58

Billing Schemes 2.5 2.1 2.67 2.33 2.33 1.93

Payroll Schemes 2.2 1.9 2.35 2.00 2.12 1.70

Check Tampering 1.9 1.6 2.09 1.63 1.92 1.38

Register Disbursements 1.7 1.2 2.00 1.38 1.23 1.15

Expense Reimbursement Schemes 3.0 1.6 3.12 2.81 1.97 1.23
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Reporting and Representing the Results

Sharing the Results:
� Graphical Representation:

• Plotting the Data Points

– Data points were plotted on a four-quadrant heat 
map diagram

– The X-axis represented the Risk of Loss

– The Y-axis represented the Risk of Occurrence

– Categories were color-coded based on the 
quadrant they fell in

Reporting and Representing the Results

Sharing the Results:
� Graphical Representation:

• Plotting the Data Points
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Texas Tech University System

Reporting and Representing the Results

Sharing the Results:
� Graphical Representation:

• Color-Coded Hierarchy
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Reporting and Representing the Results

Reporting:
� Reporting to Management:

• Informational Report

– Report provided to assist management in 
defining areas of perceived control weaknesses 
or opportunity for abuse

• Graphical Results and Supplemental Materials

– Heat maps of results

– Glossary of Fraud Schemes

– Information on participant statistics

Reporting and Representing the Results

Reporting:
� Reporting to Management:

• Recommendations

– Increased ethics and fraud initiatives across the 
institution

– Audit Services can assist in these goals

Reporting and Representing the Results

Responses Analyzed:
� Fraud Awareness:

• Most participants expressed shock or disbelief at the 
types of fraud schemes that were presented

• Most participants were unaware that several fraud 
schemes even existed

• Responses to the session indicated that participants 
were leaving the session more aware of what to look 
for when trying to dissuade fraud and abuse
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Reporting and Representing the Results

Responses Analyzed:
� Participant Questions:

• Questions posed by participants in sessions helped to 
indicate where potential weaknesses in fraud 
prevention may exist

• For example, in the area of conflicts of interest, many 
participants expressed uncertainty of how to address 
them

• This indicated that the Institution may have 
weaknesses in the processes surrounding conflict of 
interest disclosure and management

Reporting and Representing the Results

Responses Analyzed:
� Regional / Geographic Differences:

• Institutions with multiple geographic locations can 
have significantly different perceptions of fraud risks

• Institutions in smaller communities tend to have a 
greater susceptibility to reputational risks

A Practical Guide to Performing an 
Institutional Fraud Risk Assessment

The Impact of the Fraud Risk Assessment
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The Impact of the Fraud Risk Assessment

What to do with the Results:
� Fraud Awareness Training

• Increasing awareness and education

� Audit Planning
• Incorporating the results into your engagement 

planning

� Annual Planning
• Incorporating the results into your annual audit plan

� Benefits to Texas Tech University System

The Impact of the Fraud Risk Assessment

What to do with the Results:
� Fraud Awareness Training

• In order to prevent fraud, one must be aware of its 
signs

• Our office developed a comprehensive Fraud 
Awareness Training

• This training educates participants across the 
institutions of the red flags of fraud

The Impact of the Fraud Risk Assessment

What to do with the Results:
� Fraud Awareness Training

• The training incorporates case studies that teach 
participants not only how the fraud scheme works but 
also the opportunities, pressures, and rationalizations 
of fraud (The Fraud Triangle)

• Participants are provided with real-life case studies 
to assist them in understanding fraud

• Learn what questions to ask when something does 
not “look right”

• Learn where to report any suspected wrongdoing



9/15/2008

24

The Impact of the Fraud Risk Assessment

What to do with the Results:
� Audit Planning

• Consider the results of the fraud risk assessment in 
your engagement level risk assessment

• Perform analytical procedures on information for the 
area to be audited to look for unusual trends

• Consider the control environment when ascertaining 
the susceptibility of the area to fraud

• For high risk areas, consider adding steps to your 
audit program in an effort to detect such fraud if it is 
occurring (i.e., fraud auditing)

The Impact of the Fraud Risk Assessment

What to do with the Results:
� Annual Planning

• Consider areas where frauds identified as high risk 
at your institution are more likely to occur

• Consider cross-cutting audits that would address 
multiple areas for pervasive risks, e.g., fixed asset 
system to address asset misappropriation risk

• Consider governance audits that address the heart of 
a risk, e.g., Systemwide conflicts of interest audit

The Impact of the Fraud Risk Assessment

What to do with the Results:
� Benefits to Texas Tech University System

• Dynamic Risk Assessment Tool

– Can be used in multiple levels in the 
organizational structure

– Can be continually updated as new data 
becomes available

• Conversation Facilitator

– Creates the basis for discussions about fraud 
with consistent terminology 

– Makes it OK for non-auditors to talk about 
fraud, a subject they may find uncomfortable
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The Impact of the Fraud Risk Assessment

What to do with the Results:
� Benefits to Texas Tech University System

• Evidence of Due Diligence

– Can be used to show due diligence of the 
institution in cases where fraud actually occurs, 
e.g., fraud related to a federal grant 

A Practical Guide to Performing an 
Institutional Fraud Risk Assessment

Resources Used:
� Association of Certified Fraud Examiners.  (2008).  Report to the Nation on Occupational 
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http://www.acfe.com/documents/2008-rttn.pdf

� Wells, J. T., (2004). Corporate Fraud Handbook: Prevention and Detection.  Hoboken, NJ: 
John Wiley & Sons, Inc.

� Wells, J. T., Bishop, T. J. F., Bradford, N. S., Geis, G., Gill, J. D., Kramer, W. M., et al. 
(2006). Fraud Examiners Manual.  Austin, TX: Association of Certified Fraud Examiners.

� IIA Practice Advisory 1210.A2-1
� IIA Proposed Standard 2120.A2
� IIA, AICPA, ACFE.  Managing the Business Risk of Fraud. Whitepaper. (2008)
� AICPA. Statement on Auditing Standards.  SAS 99. 

A Practical Guide to Performing an 
Institutional Fraud Risk Assessment

Questions?

Brian Uline, brian.j.uline@ttu.edu

Kim Turner, kim.turner@ttu.edu

Texas Tech Fraud Risk Assessment Information at our website: 
http://www.texastech.edu/audit
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